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Data Protection Charter 

 

Cotecna Inspection SA and its affiliates in Europe gather and use certain information about individuals, 

e.g. customers, suppliers or employees. 

 

This Data Protection Charter describes how personal data are collected, handled and stored to meet 

Cotecna’s data protection standards and to comply with the law, including the EU General Data Protection 

Regulation (GDPR) and the Swiss Federal Act on Data Protection.  

 

This Charter applies to Cotecna Inspection SA head office, all its affiliates and all Cotecna staff worldwide. All 

contractors, agents and any person working on behalf of Cotecna shall also commit to this Charter. 

 

This Charter does not replace but supplements EU and national data privacy laws. The relevant national law 

will take precedence in the event that it conflicts with this Charter, or imposes stricter requirements.  

 
 
Glossary  

- Personal data: any information relating to an identified or identifiable natural person including name, 

birth date, e-mail address, mailing address, or telephone number that can be used to identify a 

person. Legal persons (companies) are not concerned by this legislation. 

 

- Sensitive data: any information relating to racial or ethnic origin, political opinions, religious or 

philosophical beliefs, trade union membership, health, sex life or sexual orientation, criminal 

convictions and offences of a person. Biometric data for the purpose of uniquely identifying a natural 

person would also be defined as sensitive data. 

 

- Processing: any operation or set of operations which is performed on personal data or on sets of 

personal data, whether or not by automated means, such as collection, recording, organization, 

structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination, combination, restriction, erasure or destruction.  
 

- Data controller: natural or legal person who alone or jointly with others, determines the purposes 

and means of the processing of personal data.  

 

- Recipient: natural or legal person, to whom personal data are disclosed, whether a third party or 

not.  
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Principles for processing personal data 

 

Lawfulness, fairness and transparency 

Personal data must be collected and processed in a legal and fair manner. 

Each concerned individual must be informed of how his/her data are being handled. In general, personal 

data must be collected directly from the individual concerned. When the data are collected, the individual 

concerned must either be aware of, or informed of: the identity of the data controller; the purpose of data 

processing; third parties or categories of third parties to whom the data may be transmitted. 

 

Purpose limitation 

Personal data can be collected only for specified, explicit and legitimate purposes and cannot be further 

processed in a manner that is incompatible with those specific purposes. 

Personal data that are no longer needed after the expiration of legal or business process-related periods 

must be deleted. 

 

Data minimization 

Personal data must be adequate, relevant and limited to what is necessary in relation to the purposes for 

which they are collected. Personal data may not be collected in advance and stored for potential future 

purposes unless required or permitted by national law. 

 

Accuracy 

Personal data on file must be accurate and kept up to date. Suitable steps must be taken to ensure that 

inaccurate personal data are deleted, corrected or updated. 

 

Storage limitation 

Personal data must be kept in a form which permits identification of individuals for no longer than is 

necessary for the purposes for which the personal data are processed. They may be stored for longer 

periods only for archiving purposes in the public interest, scientific or historical research purposes or 

statistical purposes. 

 

Integrity and Confidentiality 

Data must be treated as confidential and secured with appropriate technical and organizational measures 

preventing against unauthorized or unlawful access, processing or distribution, as well as accidental loss, 

destruction or damage.  
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1. Processing of personal data  

Personal data of customers, contractors and employees are processed in the following circumstances: 

 

1.1.Consent  

Personal data can be processed when the individual has given consent to the processing for one or more 

specific purposes. The declaration of consent must be submitted voluntarily and obtained in writing or 

electronically for the purposes of documentation. In some circumstances, such as telephone conversations, 

consent may be given verbally, in which case it must be properly documented.  

For employment applications, when a candidate is rejected, his/her data must be deleted, unless the 

applicant has expressly agreed to remain on file for a maximum period of two (2) years, after the expiry of 

which the data must be deleted.  

 

1.2.Contractual relationships 

Personal data of prospects, customers, suppliers and employees can be processed in order to establish, 

carry out and terminate a contract. 

Entering into contracts may require that some personal data such as name and contact details will be 

processed.  

The data being processed will always relate to the purpose of the agreement being entered into, unless 

consent has been given by the individual. Cotecna may also process data if it has a legal authorization or 

obligation to do so. 

 

1.3.Legal authorization or obligation 

The processing of personal data is permitted when EU and national legislation requests, requires or allows it. 

The type and extent of data processing must be necessary for the legally authorized data processing 

activity, and must comply with the relevant statutory provisions.  

 

1.4.Performance of a task in the public interest 

Personal data can also be processed if it is necessary for the performance of a task carried out in the public 

interest or in the exercise of official authority vested in the controller (e.g. government inspection services).  

 

2. Processing of sensitive personal data 

Sensitive data are notably data relating to racial or ethnic origin, political opinions, religious or philosophical 

beliefs, trade union membership, health and sexual life of a person. Moreover, data relating to criminal 

convictions and offences can be processed only if authorized by national or EU law. 

 

Sensitive personal data can be processed only in the following circumstances: 

- the individual has given express consent; 
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- it is necessary for the purposes of carrying out the obligations and exercising specific rights of the 

controller or of an employee in the field of employment and social security and social protection, in 

accordance with relevant applicable legislation; 

- it is necessary for the establishment, exercise or defense of legal claims regarding an individual. 

 

3. Transmission of personal data to affiliates and third parties  

Cotecna does not generally sell, share or otherwise distribute personal data to third parties. 

Exceptionally, Cotecna may contract third parties to process such data according to its specific instructions, 

when legally possible, pursuing the purpose(s) for which the data were originally collected. The contracts 

with these third parties will contain non-disclosure clauses, which ensure that the personal data will not be 

disclosed except as may be required by law or expressly permitted by Cotecna. 

Personal data may also be disclosed in the event that Cotecna is compelled to do so because of applicable 

imperative law, court order or governmental regulation, or to support any criminal or other legal 

investigation or proceedings. 

Cotecna, as a global group of companies, may disclose personal data to Cotecna affiliates worldwide that 

agree to treat them in accordance with this Data Protection Charter.  

 

4. Rights of the data subject 

Every individual whose personal data are processed has the following rights: 

- Anyone may request information on what personal data relating to him/her have been stored, how 

the data were collected, and for what purpose.  

- If personal data are transmitted to third parties, information must be given about the identity of the 

recipient or the categories of recipients. 

- If personal data are incorrect or incomplete, the person concerned can ask that such data be 

corrected or supplemented. 

- The individual may request his/her data to be deleted if the collection, storage or processing of such 

data has no legal basis, or if the legal basis has ceased to apply. The same applies if the purpose 

behind the data processing has lapsed or ceased to be applicable for other reasons.  

- The individual has a right to object to his/her data being processed, and this must be taken into 

account if the protection of his/her interests takes precedence over the interest of the data controller 

owing to a particular personal situation. This does not apply if a legal provision requires the data to 

be processed.  

- When personal data are collected, processed and used on a website, the persons concerned are 

informed of this in a privacy policy, which includes information about cookies. This information is 

easily identifiable, accessible and available on the website. 

 



 

 

 

DATA PROTECTION CHARTER Page 5/5 

 
 

Document  N° Revision Date Author Released by 

Data Protection Charter 1.1 9 April 2019 Data protection officer A. Chavan - Legal 

 

 

5. Confidentiality and security 

Personal data are subject to data secrecy. Cotecna employees are forbidden to use personal data for private 

or commercial purposes, to disclose it to unauthorized persons, or to make it available in any other way.  

Personal data are safeguarded from unauthorized access and unlawful processing or disclosure, as well as 

accidental loss, modification or destruction. This applies regardless of whether data are processed 

electronically or in paper form. Before the introduction of new methods of data processing, particularly new 

IT systems, technical and organizational measures to protect personal data from loss are defined and 

implemented.  

 

6. Data protection control 

Compliance with the Data Protection Charter and the applicable data protection laws is checked regularly 

with data protection audits and other controls.  

 

7. Responsibilities and sanctions 

The executive bodies of Cotecna are responsible for data processing in their area of responsibility. Therefore, 

they are required to ensure that the legal requirements, and those contained in the Data Protection Charter, 

for data protection are met. Management staff are responsible for ensuring that organizational, HR, and 

technical measures are in place so that any data processing is carried out in accordance with data 

protection. 

Compliance with these requirements is the responsibility of the relevant employees. If official agencies 

perform data protection controls, the Data Protection Officer must be informed immediately. 

 

8.  Contact 

For any queries or complaints about Cotecna’s compliance with this Data Protection Charter, or for any 

comments, please contact us at dpo@cotecna.com.  
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